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Considerations When Storing ATT&CK-Mapped Intel

▪ Who’s consuming it?
– Human or machine?
– Requirements?

▪ How will you provide context?
– Include full text?

▪ How detailed will it be?
– Just a Technique, or a Procedure?
– How will you capture that detail? (Free text?)

▪ How will you link it to other intel?
– Incident, group, campaign, indicator…

▪ How will you import and export data?
– Format?
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The community is still 
figuring this out!



Ways to Store and Display ATT&CK-Mapped Intel

¯ \_(ツ)_/¯
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Ways to Store and Display ATT&CK-Mapped Intel

Courtesy of Alexandre Dulaunoy
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Ways to Store and Display ATT&CK-Mapped Intel

Courtesy of Alexandre Dulaunoy
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Ability to link to indicators 
and files



Ways to Express and Store ATT&CK-Mapped Intel

https://www.anomali.com/blog/weekly-threat-briefing-google-
spots-attacks-exploiting-ios-zero-day-flaws

…
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Techniques at the 
end of a report



Ways to Express and Store ATT&CK-Mapped Intel

https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/analyzing-
operation-ghostsecret-attack-seeks-to-steal-data-worldwide/
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Techniques at the end of a report



Ways to Express and Store ATT&CK-Mapped Intel

https://www.crowdstrike.com/resources/reports/2018-crowdstrike-global-
threat-report-blurring-the-lines-between-statecraft-and-tradecraft/
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Techniques at the 
beginning of a report



Ways to Express and Store ATT&CK-Mapped Intel

https://www.digitalshadows.com/blog-and-research/mitre-attck-
and-the-mueller-gru-indictment-lessons-for-organizations/
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Adding additional 
info to an ATT&CK 

technique



Ways to Express and Store ATT&CK-Mapped Intel

https://www.recordedfuture.com/mitre-attack-framework/
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With 
timestamps



Ways to Express and Store ATT&CK-Mapped Intel

https://pan-unit42.github.io/playbook_viewer/
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Machine readable

Linking techniques to indicators



Ways to Express and Store ATT&CK-Mapped Intel

https://attack.mitre.org/groups/G0007/

What else could we do?

https://www.nccgroup.trust/us/about-us/newsroom-and-events/blog/2018/march/apt15-
is-alive-and-strong-an-analysis-of-royalcli-and-royaldns/

Credential Dumping 
(T1003)

Full-Text Report ATT&CK Technique
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Understand 
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Process of Applying ATT&CK to CTI

So now we have some ATT&CK-mapped intel…

What can we do with it?
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ATT&CK Navigator

▪ One option for getting started with storing and analyzing in a simple way
▪ Open source (JSON), so you can customize it
▪ Allows you you visualize data
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ATT&CK Navigator Demo Video



Exercise 4: Comparing Layers in ATT&CK Navigator

▪ Docs you will need are at attack.mitre.org/training/cti under Exercise 4
– Step-by-step instructions are in the “Comparing  ayers in Navigator”    
– Techniques are listed in the “A T 9 and Cobalt  itty techniques”    

1. Open ATT&CK Navigator: http://bit.ly/attacknav
2. Enter techniques from APT39 and Cobalt Kitty/OceanLotus into separate 

Navigator layers with a unique score for each layer’s techniques
3. Combine the layers in Navigator to create a third layer
4. Make your third layer look pretty
5. Make a list of the techniques that overlap between the two groups

▪ Please pause. We suggest giving yourself 15 minutes for this exercise.
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Exercise 4: Comparing Layers in ATT&CK Navigator

APT39

Both groups
OceanLotus
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Exercise 4: Comparing Layers in ATT&CK Navigator

▪ Here are the overlapping techniques:
1. Spearphishing Attachment
2. Spearphishing Link
3. Scheduled Task
4. Scripting
5. User Execution
6. Registry Run Keys/Startup Folder
7. Network Service Scanning
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Process of Applying ATT&CK to CTI

Understand 
ATT&CK

Map data to 
ATT&CK

Store & analyze 
ATT&CK-mapped 

data

Make defensive 
recommendations 

from ATT&CK-
mapped data
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End of Module 4
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