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Get Started with ATT&CK
Use ATT&CK for Cyber Threat Intelligence

Cyber threat intelligence comes from many sources, including knowledge of past incidents, commercial threat
feeds, information-sharing groups, government threat-sharing programs, and more. ATT&CK gives analysts a
common language to communicate across reports and organizations, providing a way to structure, compare,
and analyze threat intelligence.
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Comparing APT28 to APT29

Use ATT&CK to Build Your Defensive Platform

ATT&CK includes resources designed to help cyber defenders develop analytics that detect the techniques
used by an adversary. Based on threat intelligence included in ATT&CK or provided by analysts, cyber
defenders can create a comprehensive set of analytics to detect threats.

Repication Trvough Removable Med Data fom Local System

Pass the Hash Datafom Nework Shared Drive | Data Encoding

mmmmmmmmm tor Notwark Snfing Romote Deskiop Proloco Data S1aged Exivaton Over Physica Modum

Hooking Emai Cotecton

Trustod Relationshp

Ioput Captre

Man i e Browser

Screen Captre
Video Capture

Network Sning

[ ] Low Priority
1 High Priority

Legend

Finding Gaps in Defense

Use ATT&CK for Adversary Emulation and Red Teaming

The best defense is a well-tested defense. ATT&CK provides a common adversary behavior framework
based on threat intelligence that red teams can use to emulate specific threats. This helps cyber defenders
find gaps in visibility, defensive tools, and processes—and then fix them.
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About This Diagram

Aligning your defenses to adversaries with ATT&CK

ATT&CK provides a framework for defenders to enhance their posture against specific adversaries. To use ATT&CK in this way, find an adversary group you're interested in and identify the
techniques that they are known to use. For each technique, pull up the technique page to see how that adversary uses the technique, as well as how you can potentially mitigate and detect it.

This chart helps visualize the results. Here, we have the techniques that APT29 is known to use in the middle column. We linked each technique on the left to potential means of mitigation and
on the right to data sources that defenders can use to potentially detect the technique. Defenders can look at this chart either to see how their current mitigations and data sources stack up to
APT29, or as a roadmap to plan how they can architect their defenses.

For more information, you can read about APT29, or other groups, on the ATT&CK website: attack.mitre.org.
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Access ATT&CK technical information
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To help cyber defenders gain a common understanding
of the threats they face, MITRE developed the ATT&CK
framework. It's a globally-accessible knowledge base of
adversary tactics and techniques based on real world
observations and open source research contributed by
the cyber community.

Used by organizations around the world, ATT&CK provides
a shared understanding of adversary tactics, techniques
and procedures and how to detect, prevent, and/or
mitigate them.

ATT&CK is open and available to any person or organization
for use at no charge.

For more than 60 years, MITRE has worked in the public
interest. Through our public-private partnerships and
federally funded R&D centers, we work across government
and in partnership with industry to tackle challenges to the
safety, stability, and well-being of our nation.
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