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Using Adversary Behavior to
Strengthen Cyber Defense

No matter how strong your patching, compliance and security software,
a determined cyber adversary can typically find a way into your network.

But how did the attacker get in? How are they moving around? And how
can you use that knowledge to detect, mitigate and prevent future
attacks? The MITRE ATT&CK™ framework answers those questions by
providing a globally accessible knowledge base of adversary tactics and
techniques that are based on real-world observations of adversaries’
operations against computer networks. Armed with this knowledge,
organizations and security vendors can work toward improving detection
and prevention methods.

Pioneering with the Cyber Community for
Collaborative Defense

ATT&CK was first created by a MITRE internal research program using
our own data and operations. Now based on published, open source
threat information, MITRE provides the framework as a resource to the
cyber community. Anyone is free to leverage it, and everyone is free to
use and contribute to ATT&CK.

By making the ATT&CK knowledge base globally accessible, MITRE
supports a growing community that is fostering innovation in open
source tools, products and services based on the framework. ATT&CK is
experiencing significant growth across the cybersecurity community, with
wide adoption from industry, government and security vendors including
organizations like Microsoft, IBM, USAA, JPMorgan Chase, and Palo Alto.

With the creation of ATT&CK, MITRE is partnering with the cyber
community to fulfill its mission to solve problems for a safer world.

Get Started with ATT&CK

Use ATT&CK for Cyber Threat Intelligence

Cyber threat intelligence comes from many sources, including knowledge
of past incidents, commercial threat feeds, information-sharing groups,
government threat-sharing programs, and more. ATT&CK gives analysts
a common language to communicate across reports and organizations,
providing a way to structure, compare, and analyze threat intelligence.
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Use ATT&CK to Build Your Defensive Platform

ATT&CK includes resources designed to help cyber defenders develop
analytics that detect the techniques used by an adversary. Based on
threat intelligence included in ATT&CK or provided by analysts, cyber
defenders can create a comprehensive set of analytics to detect threats.
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Use ATT&CK for Adversary Emulation and Red Teaming

The best defense is a well-tested defense. ATT&CK provides a common
adversary behavior framework based on threat intelligence that red teams
can use to emulate specific threats. This helps cyber defenders find gaps in
visibility, defensive tools and processes—and then fix them.
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Join the ATT&CK Community

MITRE encourages other researchers, analysts and cyber defenders to join
our community and contribute new techniques and information.

MITRE ATT&CK Resources

attack.mitre.org
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