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Module 3 Agenda

Lesson 3.1:Storing and 

Displaying ATT&CK mapped 

Data

Lesson 3.2: Expressing 

ATT&CK mapped Data

Lesson 3.3: Analyzing 

ATT&CK mapped Data

Lesson 3.4: Compare Layers 

in ATT&CK Navigator
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Lesson 3.1
Storing and 
Displaying 

ATT&CK® Mapped 
Data
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Lesson 3.1 
Objectives

Identify the most effective storage platform for your 
environment and requirements

Consider who (or what) will be consuming the mapped CTI
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Who’s 

consuming 

it?

Human or 

machine?

Storing ATT&CK Mapped Data: Considerations
What are the 

intelligence 

requirements? 

How will you 

provide 

context?

Include 

full text?

How detailed 

will it be?

Just a 

Technique/

sub-technique, 

or a 

Procedure?

How will you 

capture that 

detail? 

▪ (Free text?) 

How will 

you link it to 

other CTI?

▪ Incident, 

group, 

campaign, 

indicator?

How will you 

import and 

export data?

What 

format will 

you use?
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Storing and Displaying ATT&CK Mapped Data
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Storing and Displaying ATT&CK Mapped Data
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Courtesy of Alexandre Dulaunoy

Ability to link to 

indicators and files

Storing and Displaying ATT&CK Mapped Data
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Lesson 3.1 
Summary

Reviewed internal and external storage platform 

options for your environment and requirements

Considered how the ATT&CK mapped data would 

be consumed, linked, contextualized, and 

imported/exported
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Lesson 3.2
Expressing and 

Storing ATT&CK® 
Mapped Data
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Lesson 3.2 
Objectives

Identify the most effective approach for your 
environment and requirements

Review methods for expressing and storing 
mapped-data
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Expressing and Storing ATT&CK Mapped Data

Techniques at the 

end of a report
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Techniques at the end of a report

Expressing and Storing ATT&CK Mapped Data
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https://www.crowdstrike.com/resources/reports/2018-
crowdstrike-global-threat-report-blurring-the-lines-between-
statecraft-and-tradecraft/

Techniques at the 

beginning of a report

Expressing and Storing ATT&CK Mapped Data
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In-text 

Techniques 

in a report
https://us-cert.cisa.gov/ncas/alerts/aa20-
049a

Expressing and Storing ATT&CK Mapped Data
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https://us-cert.cisa.gov/


https://www.digitalshadows.com/blog-and-research/mitre-attck-and-the-mueller-
gru-indictment-lessons-for-organizations/

Adding additional 

info to an ATT&CK 

technique

Expressing and Storing ATT&CK Mapped Data
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https://www.recordedfuture.com/mitre-attack-framework/

With 

timestamps

Expressing and Storing ATT&CK Mapped Data
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https://pan-unit42.github.io/playbook_viewer/

Machine readable

Linking techniques to indicators

Expressing and Storing ATT&CK Mapped Data
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Expressing and Storing ATT&CK Mapped Data

https://attack.mitre.org/groups/G0007/

https://www.nccgroup.trust/us/about-us/newsroom-and-events/blog/2018/march/apt15-is-alive-and-
strong-an-analysis-of-royalcli-and-royaldns/

OS Credential Dumping 

(T1003)

Full-Text Report

ATT&CK Technique
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Lesson 3.2 
Summary

Examined how to identify the most effective 
approach for your environment and 
requirements

Reviewed various methods and levels of detail for 
expressing and storing mapped-data
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Lesson 3.3
Analyzing ATT&CK® 

Mapped Data
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Lesson 3.3 
Objectives

Learn how to prioritize techniques and sub-
techniques to inform actionable intelligence

Review the ATT&CK Navigator process for 
storing, analyzing, visualizing and exporting data 
in ATT&CK Navigator
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APT28 Techniques 
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Sub-techniques in 

collapsed view
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APT29 Techniques & Sub-techniques
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Sub-techniques in 

expanded view

© 2024 THE MITRE CORPORATION. ALL RIGHTS RESERVED.



Comparing APT28 and APT29

Overlay 
known gaps

APT28

APT29

Both Groups
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Choose Your Layer in Navigator

Now with 

domains and 

versions
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1. Create an APT28 Layer in Navigator
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2. Assign a Score and Rename the Layer
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3. Create a New Layer
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4. Repeat the Process but Assign New Score
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5. Combine Layers & Adjust Score Colors

Set low value for 1 and 
high value (combined 
techniques) for 3

“Create Layer from other layers”, combine the scores you 
have in your two layers (a,b,), and enter the expression “a 
+ b” into the score expression field.
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6. Expand Sub-Techniques & Export/Visualize 
Expand Sub-TechniquesExport/Visualize Layer
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7. Combined Layers Visualized in SVG
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Lesson 3.3 
Summary

Examined how to prioritize techniques and sub-
techniques for actionable intelligence

Learned how to map multiple threat groups in 
ATT&CK Navigator to enable analysis and 
identification of overlapping techniques/sub-
techniques. 
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Lesson 3.4
Exercise 3: 

Comparing Layers in 
ATT&CK® Navigator
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Lesson 3.4 
Objectives

Review the overlapping techniques and sub-
techniques

Practice defining and comparing layers in 

Navigator
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Exercise 3: Comparing Layers in Navigator
▪ Refer to the Resources section for Exercise 3

• The techniques and sub-techniques are listed in the “APT39 and Cobalt Kitty Techniques” PDF

1. Open ATT&CK Navigator: http://bit.ly/attacknav

2. Enter the techniques and sub-techniques from APT39 and Cobalt Kitty/OceanLotus 
into separate Navigator layers with a unique score for each layer.

3. Combine the layers in Navigator to create a third layer

4. Color score your third layer

5. Make a list of the techniques and sub-techniques that overlap between the two 
groups

▪ Please pause. We suggest giving yourself 15 minutes for this exercise.
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Exercise 3: Comparing Layers in Navigator

APT39 
Techniques/Subs

APT32 (OceanLotus) 
Techniques/Subs

Overlapping 
Techniques/Subs that 
both groups employ
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Exercise 3: Comparing Layers in Navigator

▪What are some of the 

overlapping techniques and 

sub-techniques you identified?
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Exercise 3: Comparing Layers in ATT&CK 

Navigator

▪ Here are the overlapping techniques between APT39 and APT32:

1. Phishing:Spearphishing Attachment (T1566.001)

2. Phishing: Spearphishing Link (T1566.002) 

3. Command and Scripting Interpreter (T1059)

4. Scheduled Task/Job:Scheduled Task (T1053.005)

5. User Execution: Malicious Link(T1204.001)

6. Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder (T1547.001)

7. Obfuscated Files or Information (T1027) 

8. Network Service Scanning (T1046)
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Lesson 3.4 
Summary

Reviewed the APT32 and APT39 intersecting 
outcomes 

Worked through defining and comparing layers in 

Navigator process and identified the overlapping 

techniques and sub-techniques
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Next Up:
Module 4:

Making Defensive 

Recommendations from 

ATT&CK® Mapped Data
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End of Module 3
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